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Abstract: The economic relevance of IT risk is increasing due to various opera-
tional, technical as well as regulatory reasons. Increasing flexibility of business
processes and rising dependability on IT require continuous risk assessment,
challenging current methods of risk management. Extending these methods by a
business process-oriented view is a promising approach for taking the occurring
dynamics and interlinks into consideration. In this contribution, a layer based
approach for systematic modeling of relations between causes (threats) and effects
(direct and indirect loss) is pursued. On the basis of these cause-effect relations,
the presented IT Risk Indicator InTRIn measures changes in the IT support of
business processes. It is discussed how InTRIn can provide accurate and real-time
information on the IT risk situation and thus improve IT risk management.

1 Flexible Business Processes and IT Risk

The flexibility to adapt business processes to customers’ changing demands is regarded
as an important instrument for companies in order to be able to distinguish themselves
from their competitors (e.g. [Sa95; BGO05; Mi07]). To create flexibility, information
technology adopts an increasingly supportive role. While, at least in Germany, two out
of three companies already use IT systems such as ERP or SCM to manage their
business processes [Sa05], the need for flexibility is further reinforced by current
technological trends. The increasing operational use of web services and the realization
of service-oriented architectures (SOA), as well as the use of virtualization approaches
or so-called services on demand, provide a helpful and suitable IT infrastructure [Mi07;
Kr05].

However, increasing automation of business processes by relying on a flexible IT
infrastructure does not only improve business process performance but also places
particular emphasis on IT risk. On the one hand, business processes are directly linked
with a company’s economic return as well as compliance with regulations, contracts, and
standards [LKO06] [Ka08]. Increasing dependency of business processes on IT also
increases the possible indirect losses resulting from a malfunction of IT that can easily
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exceed the direct ones. On the other hand, flexibility of business processes and context-
specific adaptation make it almost impossible to predefine all possible workflows and
the associated IT risk. The assessment of this risk also has to take fast changing
specifications of interlinked IT into consideration. Under these circumstances, providing
management with accurate risk information at any time means new challenges to current
risk management methods. However, IT is not only the origin of new risk but also a
promising starting point for assessing and managing it.

This paper presents an approach for measuring changes in the flexible IT infrastructure
underlying a business process. Therefore, after a short discussion of the increasing
relevance of IT risk resulting from flexible business processes, a layer model is
presented in section 2. Its suitability for modeling relations between causes of IT risk
and their effects on a company’s results is discussed. In section 3, the IT Risk Indicator
InTRIn as measure for changes in the cause-effect relation is introduced. It is discussed,
how this measure can be used for assessing effects of changes in the IT infrastructure on
IT risk. The contribution closes with a short conclusion and outlook identifying open
research issues in the field of business process-oriented IT risk management.

2 Modeling Cause-Effect Relations for IT Risk

2.1 Flexible Business Processes and IT Infrastructure Challenge Risk Management

There is no common definition of IT risk in related literature. While some authors (e.g.
[BSIO5]; [MRO05]) define IT risk as the probability of damage excluding the amount of
loss, other authors (e.g. [Pa07]) concentrate on the so-called “long tail” risks that occur
with low frequency and high impact. From a value-oriented view, IT risk is seen as a
part of operational risks measuring the unexpected losses that are determined by the
frequency and amount of losses, e.g., by their value at risk [JR01] [Ho03]. Such a loss-
oriented view is suitable for IT risk and thus taken up in this contribution.

The trends of current developments unquestionably lead to an increasing economic sig-
nificance of IT risk: IT is becoming increasingly important for an efficient production of
goods and services as well as for the efficient coordination of business activities in a
increasing interlinked economy. In both fields, a disturbance of IT can cause persistent
business failure within a short time. Furthermore, an increasing regulation (e.g.
Sarbanes-Oxley Act, Basel IlI), (quasi-)standards (e.g. Cobit, ITIL), and contractual
agreements (e.g. outsourcing, service level agreement) raise the significance of IT risk
for companies and make explicit demands on IT risk management. Last but not least, an
increasing number of known vulnerabilities [Go06] as well as developing attacks (e.g.
phishing, pharming) and limited capabilities of security mechanisms are continuously
threatening interlinked information systems [Wh03]). Bringing all these trends together,
the management of IT risk resulting from the operational use of IT is more than a current
hype. The increasing relevance of IT risk also means an increasing need for risk
management.
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At best, a quantification of IT risk reverts to a set of past cases of loss collected over
several periods [McNO5]. As long as the relation between causes and effects remains
relatively constant, the expected frequency and amount of losses can be derived by
interpolation from an analysis of the individual cases collected. However, each change of
the relations between causes and effects makes such past data increasingly inaccurate.
Strictly spoken, each slight change requires a revaluation of the “historical” data basis
according to the changes and, consequently, a new quantification of the risks under
consideration. Currently, such modifications are usually made indirectly by a manual,
“expert”-based overall adjustment of either the distributions of frequency of loss cases or
the distribution of loss amounts. In the context of flexible business processes and a
flexible adaptation of the underlying IT infrastructure, such overall adjustment
mechanisms are challenged by at least the following three points:

(1) Fast developing IT makes it difficult to rely on qualified experiences in estimating
the implications of changes in IT risk and thus adequate treatment thereof in risk
quantification.

(2) The relationship between the causes of IT risk and their effects is —at least in
modern companies— complex and heavily interdependent. Every threat can
endanger several business processes since many IT applications are usually not used
exclusively for one business process. Conversely, every business process can be
endangered by several threats since business processes are usually supported by
several IT applications.

(3) The increasing flexible use of IT constantly changes the tangled relations between
the causes of IT risk and their possible effects on business processes. The motives
are manifold, for instance the automated patching of software bugs and vulnerabili-
ties, the adaptation of workflows in real time to business needs, the execution of
identical IT applications on different platforms in order to optimize capacity
utilization (virtualization), or the flexible (re-)combination of services e.g. in SOA.

Non-consideration of these specific characteristics of flexible business processes and fast
changing IT support will most likely lead to a misjudgment of a company’s “real” IT
risk. Neither under- nor overestimation is optimal from a value-oriented stakeholders’
perspective. Flexible business processes require process-oriented IT risk management
being capable to take also the partly, only marginally changing relations between causes
and effects on the company’s results into consideration. This makes the integration of a
technical as well as an economic view necessary, since events like moving an IT
application from one server to another one can increase (or decrease) the probability of
damage enormously without changing the functionality of the IT application from a
business process view. Conversely, the integration of an existing IT application into a
critical business process can enormously increase possible loss in the case of damage
without changing the IT from a technical point of view.

2.2 Modeling Cause-Effect Relations with the IT Risk Reference Model
The management of IT risk requires a method for taking continuously changing cause-

effect relations into consideration. For this purpose, the IT Risk Reference Model has
been developed. It is structured following a hierarchical abstraction layer model as used
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in computer science [Ta79] in order to reduce complexity. Each single layer encapsu-
lates similar functionalities on a general level while hiding the implementation details.
The connection between the layers is given by so-called “services” that are offered from
a lower to a higher layer, keeping all subordinated layers transparent.

A layer model for IT risk requires a linking of the causes, i.e. the threats from a mainly
technological point of view and the effects, i.e. the parts of a business process that are
disturbed. As a first and simple approach, the proposed IT Risk Reference Model
distinguishes four layers:

(1

(1)

(Ia)

Business Process Layer (BP layer): In the context of IT risk, an analyzed business
process should be quantifiable according to its contribution to a company’s return
that is under risk. Beginning with the economic view on IT risk, the BP layer
represents the “effects”, i.e. the set of all activities of a business process that can
be affected by a malfunction of IT. Business processes with their associated
procedures and activities can be modeled independently from the underlying
information system [Gi01], for instance with ARIS modeling tools [Sc00]. On the
BP layer, enclosed activities using at least one IT application for their realization
are regarded as independent elements and modeled as:

(1) BP ={BP,, ..., BP.} with ¢ =number of elements in BP layer.

IT Application Layer (AP layer): The AP layer includes all IT applications with
their underlying IT infrastructure that are used from the defined elements of the
BP layer. In practice, identifying individual IT applications is a non-trivial issue
and dependent on an individual company’s context. However, following a SOA
approach makes the identification relatively easy because web services are
inherently defined as independent applications [Cu03]. In the case of SOA, their
relation to the superordinated activities of the BP layer can be automatically
carried out to a very large extent by analyzing the formal “orchestration”
information, e.g. in the BPEL" description of a company’s business processes. On
the AP layer, IT applications are modeled as:

2 AP ={AP,, ..., AP;}  with d=number of elements in AP layer.

At the same time, IT applications are relevant points of failure. The assignment of
protection goals [MR99] to IT applications allows the bringing together of the
economic with the more technological, IT security-based handling of IT risk on
the basis of vulnerabilities. Consequently, vulnerabilities are the core of the next
layer.

Vulnerability Layer (VN layer): The VN layer includes all vulnerabilities that are
known in the IT applications of the AP layer. Vulnerabilities are seen as a
“bridge” between business processes and IT threats because they are both the

! The Business Process Execution Language (BPEL) is an XML-based language for defining business
processes and their implementation with web services. For more detailed information see, e.g.,
http://docs.oasis-open.org/wsbpel/2.0/0S/ wshpel-v2.0-OS.html.
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(Iib)

(V)

loophole for attacks and the cause of disturbance of business processes.
Vulnerabilities can be systematically identified by several methods [Ve81]. In
general, top-down directed analytical search methods produce most extensive
results capable of describing all known attack trails for the disturbed element in
mind [Sc99]. Since vulnerabilities cannot only be found in applications but also in
middleware, operating systems or hardware, they are possibly relevant for more
than one IT application identified on the AP layer. Thus, vulnerabilities are
interpreted as independent “elements” that can be associated to at least one IT
application and formalized as:

(3) VN ={VN, ..., VN.}  with e =number of elements in VN layer.

Security Mechanism Layer (SM layer): Security mechanisms are capable of
patching vulnerabilities or opposing threats. Security mechanisms are an essential
part of security management, thus, the measures induced there can be used as a
basis for the identification of elements on the SM layer. Since security
mechanisms are not always capable of patching vulnerabilities completely, it is
important to take their effectiveness into consideration when modeling the
relations between causes and effects of IT risk, e.g. in the form of the general
probability that an attack can be averted (e.g. [GL02]) or in the form of security
levels (e.g. [FPO5]). In the SM layer, the elements are security mechanisms that
are able to patch vulnerabilities of the VN layer and to successfully avert attacks:

4) SM ={SM,, ..., SM7}  with f=number of elements in SM layer.

Threat Layer (TH layer): The TH layer includes all known threats that are seen as
causes of IT risk. Threats always exist regardless of whether they are realized as
attacks or not. A starting point for defining and categorizing relevant threats can
be found in best-practice frameworks such as [HL98] or the IT Baseline
Protection Manual [BSIO5]. In the TH layer, the elements are such threats that are
able to exploit vulnerabilities and formalized as:

(5) TH ={TH,, ..., TH;}  with g=number of elements in TH layer.

Within these layers and their elements, the basic relations between the causes and effects
can be modeled providing a “snhapshot” of the cause-effect relations for any time. The
extension of the layers with new elements can be carried out without any problems, e.g.
in the case where new activities in the business project are introduced, new IT
applications are implemented or new vulnerabilities are detected, or new threats become
known.

The relations between the different layers of the IT Risk Reference Model can then be
formally described in the form of matrices: the relations between the business processes
and the IT applications with the matrix BPAP, between the IT applications and the
vulnerabilities with the matrix APVN, and between the vulnerabilities and the threats
with the matrix VNTH.
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(6) BPAP=| .. .. .| APVWN=| .. .. .. | VNTH=
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The SM layer is omitted in this matrix representation. Of course, it has to be taken into
consideration when modeling the relation between causes and effects of IT risk. Since
security mechanisms are usually associated with vulnerabilities and, in a narrower sense,
they are not an independent layer making the threats transparent for vulnerabilities, they
have to be considered in the relations n;; between the vulnerabilities and their
corresponding threats.

Applying the IT Risk Reference Model to a company’s business processes and 1T
support requires an additional concept to define how the relations /;; m;;, and n;
between the elements are formally modeled. Certainly the simplest approach to define,
e.g., the relation /;; between the business process activity BP; and the IT application 4P,
is to model them in a binary manner as:

@) L; e {01} Vie{l, ..., }nje{l, ..., d}

where “0” means “there is no relation, the business process activity BP; does not rely on
the IT application 4P,” and “1” means “there is a relation, the business process activity
BP; does rely on the IT application AP;”.

The IT Risk Reference Model provides a systematic method for identifying and
modeling the cause-effect relations in order to improve IT risk management. If required,
the relations can also be described in a more precise manner, for example in the form of
probabilities, probability distributions or even conditional probabilities setting up a
Bayesian network. Also, expanding the IT Risk Reference Model with more detailed
layers may facilitate a better and more precise view of the depicted relations between
causes and effects and thus improve the estimation of IT risk. In the end, the operational
trade-off between precision and the effort to get the necessary data will have to provide
reasons for the type of formal description of the relations that should be ideally
implemented. For a first evaluation and with automated detection and measuring of
changes in mind, the binary approach is proposed for all three matrices. On a general
level, this does not change the aspired modeling and systematic integration of cause-
effect relations into IT risk management.

3 Measuring Changes of the Cause-Effect Relations

The IT Risk Reference Model serves as starting point for measuring changes in the
cause-effect relations between threats and business processes. In a first step, every
change has to be identified and measured for transforming it into accurate risk informa-
tion in a second step. For measuring changes within and between the layers and
modeling them in the respective matrices, their identification is a necessary precondition.
The effort needed can be reduced by partial automation especially on the layers where
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changes occur with high frequency, i.e. business processes and IT applications.
Especially in the context of SOA, this is achievable by automated monitoring and
analyzing changes of the BPEL scripts describing the *“orchestration” of web services
according to the requirements of business processes. For measuring the changes, the IT
Risk Indicator (InTRIn) is presented followed by a discussion of its transformation into
accurate risk information.

The risk indicator InTRIn is designed to measure the direct “paths” existing between the
threats and the business process. Focusing on paths and not on the individual layers
seems to be advantageous since, e.g., patching a vulnerability of an IT application means
a change to the cause-effect relations only if the vulnerability can also be exploited by an
attack. In the case where the relevant vulnerability is already protected by a security
mechanism, the additional patching of the IT application has no further effect on IT risk.
Thus, only these changes of the elements and relations that are also changing the paths
between threat (cause) and business process (effect) are measured. Formally, the sought
paths can be calculated as matrix BPTH by simply multiplying the matrices of the IT
Risk Reference Model and normalizing it:

Ay e As
(8) BPTHJ(c.g)’l-(BPAP.APVN.VNTHﬂ: v 4, {01}

Ay Aoy

Furthermore, the absolute number of paths ry — which is later required for calculating the
risk indicator InTRIn — can be calculated as sum of the individual elements of the matrix
as follows:

9) "= Zi s

It is assumed that the relevant business process and IT system are not completely
infallible and at least one path exists. Thus, it is considered that », > 0. For measuring the
changes in the cause-effect relations, the matrix BPTH is to be calculated in its original
situation BPTH'™ and in its situation after the change(s) occurred BPTH'™'. The
difference of the matrices then represents the changes:

51,1 50,1
(10) ABPTH = BPTH'™ - BPTH' =| .. .. .. V5, e-101)
S, - O,
The targeted risk indicator InTRIn is calculated on the basis of this “matrix of changes”
ABPTH. A single change in the cause-effect relations can either add new paths or omit

old paths whereas several changes can do both. Since an omitted path does not inevitably
compensate an added one, it is appropriate to take each category of changes separately
into consideration by calculating . as absolute number of added paths and vice versa r.
as absolute number of omitted paths.
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(11a) . -#{ve,|s, -1

(11b)  r=#{vs, |5, =D}

The risk indicator /nTRIn is defined as the relative difference between the two matrices
compared and thus calculated as follows:

(122)  InTRIn, ="' with  InTRIn, >1
T

(12b) InTRIn = with 1> InTRIn >0

)

The risk indicator InTRIn measures the effect of changes in the cause-effect relations on
the direct relation between IT threats and the business processes. Thus, it is a simple
measure for the relative changes between two different scenarios of cause-effect
relations.

The targeted accurate risk information about a current business process and its
underlying IT support requires, in a second step, the transformation of the risk indicator
InTRIn into a risk measure. Assuming the quantity of external factors, e.g. the
probability of an attack or the monetary loss of each minute downtime of the business
process as constant, an arbitrary IT risk R in ¢=1 is a function of at least its value in
¢t = 0 and the changes in the cause-effect relations measured with InTRIn.

(13)  RL=f(Ri nTRIn,..)

Of course, the concrete functional relation depends on both the characteristics of the IT
risk taken into consideration and the concrete situation of a company. In practice,
determining the functional relation might be a challenging issue demanding experiences
and learning over time. Nevertheless, since the risk indicator — as indicators in general —
does not aim at precise quantification of risk, it is expected to provide a helpful “hint”
and real-time information about the current IT risk situation that is not yet available.
Assuming, for simplicity, a functional relation of the class

(14) R, =R -a-InTRIn"

then allows to calculate the minimal and maximal risk as follows:

(15a)  R*M™ =R*,-a-InTRIn .’ with >0 Af>0

(15b) R =RY,-at-ITRIn *  With a>0 AB>0

For improving the management decision basis, these results can be relatively easily
integrated into existing instruments for risk management, e.g. in the well known two

dimensional risk matrix, where individual risks are displayed according to their expected
probability of event and their expected loss (see Figure 1).
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Figure 1: Visualization of the risk indicator InTRIn

Example: It is assumed that a company has identified and quantified the IT risk R’ (e.g.
viruses) in =0 with an expected loss of 20,000 monetary units and a probability of
10 %. It is further assumed that the company has identified the cause-effect relations
according to the IT Risk Reference Model and calculated in 7 =0 according to equation
(9) a value ro = 20. Based on this situation, one IT application that is already an element
of the AP layer is newly integrated into an activity of the business process leading to six
new paths and thus according to equation (12a) to InTRIn, = 1.3. At the same time, in
the context of a virtualization measure for load balancing, another IT application is
moved to an operating system with less vulnerabilities than the original one leading to a
“cut” of four paths and thus according to equation (12b) to InTRIn.=0.8. For
simplification, a functional relation of the class in equation (14) is assumed with a =1
und f=1. With this information, the resultant effect on the IT risk g* can be

estimated. According to equation (15a) and (15b), the expected maximal risk
R reaches a value of 2,600 units and the minimal risk g*™" a value of 1,600 units.

Since the risk indicator does not differentiate between the expected probability and the
expected loss, the visualization of the “new” risk g* in the two dimensional risk matrix

corresponds to the shaded area of Figure 1. The borderline is theoretically given by the
two curves of gt and R that are the isoquantes representing all values with the

same expected value of the risk. Since the interaction of the added and omitted paths is
ambiguous, the two rectangles arising from the points of intersection with the lines
representing the risk value at = 0.

Compared with current methods to estimate IT risk, i.e. knowing R' , such a
visualization of the implications of (even marginal) changes in the cause-effect relations
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on IT risk provides management with additional information about current IT risk
situations. Depending on the particular risk preference and the company’s thresholds for
acceptable risk, the result of InTRIn can be interpreted resulting in adequate activities.
As long as g™ is lower than the maximal acceptable risk, no action is required. If the

risk area is partly above the maximal acceptable risk, the manager can decide on the
basis of this information whether to provoke a laborious adaptation of risk quantification
to the new situation and, if necessary, to take suitable measures.

Some limitations of the risk indicator have to be taken into consideration when using it
as decision basis. Firstly, although the risk indicator /nTRIn can measure changes in the
cause-effect relations, it is an indicator in the context of IT risk. Therefore, the
implications of the changes to the IT risk can only be estimated. Secondly, the different
paths are all seen as being of equal importance. If there are paths more crucial for IT risk
than others, this is not taken into account by the indicator. This could be remedied, e.g.
by weighting the different paths, though this approach means more complexity and is
part of the trade-off accuracy vs. effort. Thirdly, the assumption of binary relations
between the elements of the different layers of the IT Risk Reference Model might be
too restrictive. It is expected to achieve more realistic estimations of the IT risk situation
when more extensive approaches as, e.g., the security level [FP05] on the layer of
security mechanisms could be taken into consideration. However, this would require
considering and adapting the risk indicator approach as proposed in this contribution and
is subject to further research.

4 Conclusion and Outlook

The advancing realization of business processes with the support of IT means both
improvements in efficiency and increased IT risk. Current economical as well as
technological developments push ahead the flexibility of business processes and
dynamics of the IT infrastructure. The resulting continuously changing relations between
causes and effects also continuously change the IT risk. Providing management at any
time with accurate information about the IT risk of a business process requires
automation and extending “traditional” risk management approaches by taking the
cause-effect relations into consideration.

Modeling the relations between causes and effects of IT risk in a systematic and formal
way is a necessary precondition for the provision of “real-time” information about 1T
risk. The IT Risk Reference Model proposed in this contribution reduces the complexity
of the modeling challenge by defining four layers between the causes and effects of IT
risk. It connects the economic view on IT risk with the technological one and allows a
formal description of the interdependencies between the separated layers in the form of
expandable matrices according to a company’s requirements. The IT Risk Reference
Model provides a systematic basis for realizing the potential of business process-oriented
IT risk management and providing management with adequate risk information at any
time.
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A first step to such process-oriented IT risk management is the measuring of the changes
within the modeled cause-effect relations on the basis of the IT Risk Indicator InTRIn.
This risk indicator measures the changes on the basis of paths from threats to business
processes. Applying the IT Risk Reference Model and visualizing the IT risk on the
basis of the risk indicator is considered feasible, since existing methods and technologies
provide suitable starting points for automating the identification of changes. Extending
existing instruments for risk management with this measure of changes is seen as a
promising way for providing more adequate information about the current risk situation.

While the IT Risk Indicator can be realized in the short term, the integration of the
cause-effect relations into all phases (identification, quantification, controlling, and
monitoring) of existing risk management processes requires time for building up an
adequate data basis as well as several extensions and further research: Firstly, a method
for a permanent (and automated) identification of cases of loss within the business
processes and the supporting IT infrastructure. Secondly, a permanent quantification of
IT risk triggered by any change of the cause-effect relations. Although these extensions
are still the subject of research, they can be expected to acquire a more realistic
assessment of the actual IT risk situation and thus to improve risk management.
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